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1 Introduction
What if end-users could own the whole software development lifecycle from conception through
deployment using only natural requirements, that is, a mix of natural language, pictures (such as
sketches of user interfaces), audio or even a video demonstration?

Though this may sound futuristic, it is not actually a new vision but an idea that has captured
the imagination of computer scientists throughout history, including Grace Hopper and Jim Gray.

In the 1950s, compiler pioneer Grace Hopper was head of automatic programming for the first
commercial computer, the UNIVAC of Remington Rand [51]. She decided that ‘data processors
ought to be able to write their programs in English, and the computers would translate them into
machine code’ [33]. The manual of her language FLOW-MATIC describes its ‘instruction code’ as
being an ‘English language description of application requirements’ [79]. FLOW-MATIC had a
major influence on COBOL [81], which was perhaps the most widely used programming language
of the 1970s and remains in use today.

By the turn of the century, Jim Gray, in his 1998 Turing Award lecture, described automatic
programming as the ‘Holy Grail of programming languages and systems for the last 45 years’.
He included automatic programming as one of a set of fundamental research questions for infor-
mation technology [37]. His definition goes far beyond the highly constrained English language
requirements allowed by FLOW-MATIC and its widely used successor.

Automatic Programming (from Gray’s Turing Award Lecture [37]): An Imitation Game for
a Programming Staff

Devise a specification language or UI

(1) That is easy for people to express designs (1,000× easier),
(2) That computers can compile, and
(3) That can describe all applications (is complete).

The system should reason about application, asking questions about exception cases and
incomplete specification. But it should not be onerous to use.

Around that time, researchers identified and studied end-user programmers, professionals in
some area other than software engineering who nonetheless develop skills in programming to get
work done in their domain of expertise [6, 69], such as spreadsheet users. The field of End-User
Software Engineering (EUSE) [11, 52] aims to help end-user programmers develop programs
more systematically and with high quality. A core challenge is that end-users who write and develop
programs tend to have no training in nor any particular interest in software engineering.

Coming to the present day, Large Language Models (LLMs) such as OpenAI’s GPT-4 [71] have
demonstrated impressive advances in abstracting the world in a way that renders a computer’s
planning and reasoning capabilities more accessible to humans, alleviating the usual requirements
for strict logic specification. This capability has been helpful in code generation, which can support
several areas of software engineering [2, 15, 30, 72]. GitHub’s Copilot, launched in mid-2021,
empowers professional developers by using an LLM to generate snippets of code from textual
prompts, to explain code, to diagnose errors and to repair them [106].

Consider whole apps, that is, pieces of deployable code such as a native desktop or phone app, or
a modern Web site. Since the launch of GPT-4 in 2023, the generation of whole apps from simple
natural language requirements has become an active research area. Although today’s LLMs struggle
to generate whole apps reliably in a single pass, several research projects aim to synthesise whole
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apps by chaining calls to LLMs repeatedly and employing LLMs to play different roles such as
requirements engineer, software architect, software engineer or software tester (see for example
[44, 98, 103]). Commercial products include Cogna,1 and Devin,2 while there are several open
source projects such as AutoGPT,3 GPT-Engineer,4 GPT Pilot,5 and Devika.6

The following states our key hypothesis. The title of the paper is a corollary.

Natural Requirements Hypothesis:

Given Generative AI, we can solve the research challenge of automatic programming by
taking the specification language to be natural requirements, that is, natural language plus
drawings, demonstrations, and examples.
A corollary: requirements are all you need for automatic programming.

Gray [37] described automatic programming as a Turing-style imitation game for a programming
staff [99]: replace a software development team with a computer that is ‘better and requires no
more time than dealing with a typical human staff’ [37]. By definition, automatic programming
solves the problems of end-user programmers since they can simply work with the automatic
programmer to build apps to meet their needs.

Given our hypothesis, our vision for software engineering by 2030 is that end-users will build
and deploy whole apps just from natural requirements. We call this requirements-driven EUSE. New
human–AI interfaces will help elicit requirements from the end-user and assist them in attending to
quality and deployment issues for LLM-generated apps. These interfaces will transform end-users’
ability to build software, despite their indifference to engineering. Today, an end-user would need
a professional engineering team to build a custom app just from requirements. By 2030, relying
instead on AI-powered automatic programming, they can build dramatically more custom apps
than now. We expect the area to begin with relatively simple apps confined to a lower risk set of
domains and gradually to scale up, using expert human oversight to complement AI, especially if
defects would be consequential.

In this article, we explore the limits and possibilities of this idea of not only expressing require-
ments but using them to direct software testing and adaption to deployment changes. We discuss
the recent technical breakthroughs that have paved the way and the future work needed to realise
this vision in a research agenda encompassing requirements elicitation, testing and maintenance
and deployment.

Our title reflects our optimism for the future of requirements-driven EUSE. Still, there are two
recurring challenges that will need care and attention:

—Our human users are not intrinsically interested in expressing requirements, even if natural
language may be an easier medium for them than conventional programming languages.

—Our machines that interpret natural language are not intrinsically reliable, even if they often
are startlingly good at generating code, and much better than previous technologies.

In Section 2, we outline a case study and walk through the three tenets of our research agenda
in relation to it; in Section 3, we propose a software development lifecycle for requirements-driven

1Cogna: Hyper-customised software defined by you, delivered by AI , February 2024.
2Cognition AI: Introducing Devin, the first AI software engineer , March 2024.
3AutoGPT: build and use AI agents, April 2023.
4GPT-Engineer , June 2023.
5GPT Pilot , December 2023.
6Devika is an Agentic AI Software Engineer , March 2024.
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EUSE and then explain each aspect of the research agenda in terms of challenges and research
directions, and in Section 4, we discuss risks andmitigation strategies. Section 5 concludes the article.

2 Case Study
We start with a case study to illustrate the tenets of our research agenda which we detail in the next
section. Here are the requirements for an app to track the currency requirements7 of an airline’s
roster of pilots.

Requirements for a Pilot Currency App:

Here is a minimum list of the US FAA currency requirements for pilots:

—Pilots need to complete a flight review every 24 months, to demonstrate flying ability.
—They must perform at least three takeoffs and landings within the last 90 days to carry
passengers.

Build app to:

(1) Allow pilots to log their completed flight reviews.
(2) Access flight logs showing takeoffs and landings.
(3) Show dashboard of pilots.
(4) Warn of any pilots whose currency requirements have expired.
(5) Book pilots in for flight reviews whose requirements will expire in the next month.

2.1 Requirements Elicitation
Though the above requirements seem straightforward, clarifying user intention is often an iterative
process that can only be worked out through prototyping and feedback. In our example, if some
pilots have retired and an initial version of the app returned hundreds of needless alerts an iteration
would prompt the user to clarify active pilots in the requirements. There are also requirements
that users might not articulate because they are experts in a domain and assume them. Suppose
the user had specified the above five requirements for the pilot currency check app, but had not
stated that the category and class of aircraft had to match that of the one the pilot next wanted to
fly. Anti-requirements, in other words, things we do not want to happen sometimes need to be
specified as well. In the example, they may include access privileges to the system, such as pilots
not having write access to flight logs and takeoffs.

2.2 Testing
Suppose natural requirements from end-users are the only component dictating the software before
it gets built. In that case, there is a broader scope for errors to be introduced into the resulting system.
Testing systems in context is often the only way to ensure completeness of the requirements as
even experienced software engineers would be unable to fully predict all downstream consequences
of the deployed system. To start, this might be done through parallel running the existing process
alongside the app and comparing whether they have achieved the same results. Where there are
differences, the user can decompose these into requirements for the system to generate tests. In the
aviation example, perhaps a list of pilots with expired currency requirements is returned which
the user can compare to a known list. Then they can drill into the details of the cases to see where

7What is Pilot Recurrency Training? , 2024.
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Fig. 1. Diagram of the requirements-driven EUSE lifecycle.

the app has misinterpreted and define requirements for the software to generate unit tests and flag
where the original requirements need to be changed.

2.3 Maintenance and Deployment
Dynamic application environments can generate software failures and sub-optimal performance.
Applications must use autonomous mechanisms to self-maintain and self-heal. These mechanisms
must also enable transparent maintenance where end-users understand the failures and their causes
but need not intervene. An example of a dynamic requirement in the aviation case is when the
Federal Aviation Administration (FAA) changes its regulations. The FAA Web site could be an
input to the requirements to be monitored for updates and for the current app to be updated and
notify the user. Autonomous mechanisms for fixing apps that might not need to be continuously
communicated to the user can include dependency management or autoscaling. These kinds of
changes are out of the users’ expertise and would require autonomous fixes which need to be
bounded in the amount of change they could make to the app without needing to bring the user
back into the loop.

3 Research Agenda
Burnett and Scaffidi [13] lay out five steps in the EUSE lifecycle: requirements and design, im-
plementation, verification and validation, debugging and code reuse. Figure 1 shows our revised
version of this lifecycle composed of three stages. We combine requirements and design with im-
plementation in an iterative loop because, with automation of implementation from requirements,
the design and elicitation phase can include rapid prototyping to clarify user intentions. We group
verification and validation with debugging as we envision a process of requirements-driven testing
that is interpretable to users with automated tests designed from higher-level specifications. Finally,
we propose a new final step of maintenance and deployment that systems will use to self-adapt.
This step includes tasks for monitoring and analysing software and environment changes and
planning and executing autonomous maintenance and deployment decisions.
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The rest of this section lays out a research agenda for each stage of the lifecycle, discussing the
relevant challenges and state of the art, followed by a series of suggestions for targeted research
investigations.

3.1 Requirements Elicitation: Assist End-Users in Expressing Their Requirements
Requirements elicitation has traditionally involved intermediaries between the user and the soft-
ware. These might be people, such as UX researchers and software engineers, who translate the
requirements of the user, or EUSE tools, which enable users to take actions in a particular pro-
gramming language or environment. Both give rise to constraints around how and what the user
can express. In the new paradigm we are suggesting, designing whole apps from requirements
allows the user to communicate their requirements directly. By accepting natural requirements
as the specification language for automatic programming, we intend to empower the end-user to
express the full nuance and complexity of their goals. Still, the new intermediary in the form of the
LLM interface opens up new opportunities and challenges, and the user still needs to learn how to
express requirements in a way that can be interpreted successfully. Our vision exemplifies Sarkar’s
hypothesis that Generative AI enables a ‘radical widening in scope and capability of end-user
programming’ [82].

Two challenges arise from this increased freedom to express requirements directly into software.
The first is how to provide the required structure for users to succeed. Uncovering and defining
requirements is hard to automate, as users and even software engineers often end up specifying
requirements that are impractical, unnecessarily complex or infeasible. The challenge is to guide
users to express their requirements comprehensively and clearly enough to be built into software.
The second challenge is helping the user to understand the possibilities and limitations of the
software they can build. In other words, what areas of their workflow could they automate? Past
work in EUSE by Ko et al. [54] called this a selection barrier: ‘finding what programming interfaces
are available and which can be used to achieve a particular behaviour’. Program synthesis alleviates
the first part as it should match execution to requirements. Still, helping the user discover which
behaviours are possible remains a challenge.

There are two strands of work in EUSE that are directly relevant to the new paradigm we are
proposing: programming by example and natural language programming.

Following years of research on programming by example [25], FlashFill, released in Excel 2013
[39], enabled widespread use. FlashFill automates string processing for end-users by generalising
from one or more examples. Building on this success, Generative AI shows tremendous capabilities
to transform end-user programming: a demo of Google’s multi-modal model, Gemini Pro [96],
shows extraction of code to automate a web browsing task given just a screen recording of the user
demonstrating the task.8

The second area of research is natural language adopted for end-user programming. For instance,
a concept spreadsheet, GridBook, demonstrated data analysis via natural language within the grid
itself [89]. Following the success of GitHub Copilot since 2021 in empowering developers with code
autocomplete, researchers adapted code-generating LLMs to generate spreadsheet calculations
[62], with eventual impact in Excel Copilot. These developments show promise but their scope is
limited to spreadsheet calculations. Requirements elicitation for whole app synthesis opens up new
possibilities for what end-users can build but also new challenges in an open environment beyond
the spreadsheet. Alongside natural language, there is a great opportunity for end-users to draw
images or make short videos to express requirements.

8Paige Bailey: Mind officially blown, 22 February 2024.
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Recent research explores the possibilities of translating natural language requirements into
software applications across domains from creative endeavours to safety-critical contexts. For
example, Vaithilingham et al. explore new capabilities that LLMs bring to design processes by
developing an imagined scenario of an LLM-powered chat-based dialogue to elicit requirements for
a video game [100]. Fakih et al. [29] built a ‘user-guided iterative pipeline’ that integrates LLMs for
programming in Industrial Control Systems. Their pipeline begins with an iterative loop between
the user and the LLM to come up with a model that informs the subsequent code generation for
Programmable Logic Controllers, which are used in industrial infrastructure applications. Wang
et al. [101] design a process for translating high-level requirements specified in natural language
into formal specifications for network configurations.

We see an opportunity to build on research and techniques fromHumanComputer Interaction
(HCI) and human factors in this new paradigm. We can leverage existing strategies for understand-
ing user goals and preferences and redefine them in light of decreased constraints around time and
resources when users themselves can be directly involved in creating software. LLMs might provide
an opportunity to apply HCI methods to make requirements engineering more nuanced. There is
enormous potential to scale techniques that are currently time- and human-labour-intensive, such
as ethnographic work and interviewing, to develop a deeper understanding of a user’s context and
needs. For example, a way to structure the process of requirements elicitation with users might
come from semi-structured interviews in which an interview protocol is devised in advance but
amended based on responses from the interviewee. LLMs could be trained in this process to guide
users through expressing and exploring their preferences.

As we move from a paradigm that involves many skilled humans in the pipeline to one in which
LLMs are mediating the interaction between end-users and the software produced, it is important
to consider the domains in which this sort of experimentation would be responsible. We believe the
level of trust we can put in systems based on the current state of the art of LLMs is low, due to risks
like hallucination. Hence, the outputs of requirements-driven EUSE tools should be contained to
particular domains in the way that Khlaaf suggests in her work on Operational Design Domains
(ODDs) [49].

3.1.1 Focus on Software Applications in Shaw’s Good-Enough Realm. Figure 2 shows Shaw’s
plot of different categories of software applications in the space given by a couple of axes: the
consequences of failure versus the degree of human oversight [84]. Her ‘Good-enough Realm’
is the bottom left quadrant, where the consequences of failure are low and the degree of human
oversight is high. In this quadrant, formal verification is not essential. The Good-enough Realm
includes the categories of appointment scheduling, automatic payments, and tax return software.
For these kinds of software, the cost of formal verification is too high and the risk of not doing it is
acceptable.

Her ‘Correctness Realm’ is the top right quadrant, where the consequences of failure are high
and the degree of human oversight is low. In this quadrant, formal verification is essential. The
Correctness Realm includes the categories of nuclear power plant control, missile guidance and
medical device control, and other examples of safety-critical applications. For these kinds of
software, the cost of formal verification is justified and the risk of not doing it is unacceptable.

Kang and Shaw argue that Generative AI is best suited for software in the Good-enough Realm,
where ‘fitness of purpose’ is a more appropriate criterion for software correctness than formal
verification [48, 84]. Instead of formal specifications that are ‘formal, static, and complete’, fitness of
purpose can be checked with respect to ‘software credentials’, which are ‘heterogeneous, evolving,
and incomplete’ [48]. Simple examples of software credentials could be textual summaries of the
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Fig. 2. Shaw’s plot of software categories in two dimensions: consequences of failure versus degree of human
oversight [84]. Image © Mary Shaw. Used with permission.

behaviour of a piece of code, and also of the meaning of a software test. End-users are likely better
able to check textual descriptions than the actual code or test.

A challenge for requirements-driven EUSE, then, is to better understand what sorts of software
credentials are appropriate to different categories of software, especially in the Good-enough Realm,
and to develop effective methods of suggesting and checking these credentials. For example, a
textual explanation of the behaviour of each button in a generated user interface would count as
a software credential to be inspected by the end-user. Techniques from CLOVER [92] (discussed
further in Section 3.2.2) could be adapted to generate and check these textual explanations.

3.1.2 Develop Automated Ways of Accessing Tacit Knowledge. Beyond getting users to concisely
and fully express their requirements, a key challenge lies in finding ways of accessing tacit knowl-
edge. This includes both tacit knowledge of the user for the task they want to build for and of the
requirements engineer or UX researcher with expertise in eliciting this form of knowledge. We will
look at paths towards addressing both of these research challenges.

What do we miss when we lose the aspect of observing users executing their process and how
can we build new automated ways of doing this? Observations are valuable input when generating
requirements, as sometimes they reveal tacit knowledge or subconscious priorities that a user
would not think to articulate. Methods like ethnography rely on the human ability to empathise as
well as an inherent understanding of each other and the reasons we might do something. When we
automate these types of processes, this will bring both new opportunities and challenges. How can
we build this into a process of direct interaction with software through natural requirements, for
example leveraging programming by demonstration or multi-modal requirements elicitation?

One way of accessing this tacit knowledge is via quicker iteration with users for earlier and more
granular feedback on how their goals can be built. A specific technique from HCI that lends itself
well to this new process of building software from requirements is the Wizard of Oz technique
[76]. This is a method of developing low-cost, quickly produced prototypes of interfaces while
manipulating them in the background to mimic a completed product. We think this could be adapted
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using LLMs to iterate on quickly mocked up prototypes with users. Often seeing a tangible product
can unearth elements of the requirements that were assumed subconsciously but not articulated. It
can also highlight anti-requirements, things that must not happen in the software but are sometimes
harder to articulate.

A potential way forward in the data science space is suggested by Guo [40] using the analogy of
an expert data scientist looking over one’s shoulder, demonstrating things and making suggestions.
Their ideas for implementing this are adaptive user interfaces for data science tasks, such as
modifying the Javascript of Web sites to create new ways of downloading and visualising datasets
in real time [40]. In this scenario, the LLM would be learning from the user’s web browsing to
understand the data science tasks and problem solving they were engaged in [40]. By enabling the
LLM to learn from the process of the data science analysis, it acts as an observer which helps to
uncover tacit knowledge.

The external viewpoint of an automated observer could be a useful way of understanding user
intent. Still, it would need to be carefully designed for timing of suggestions [87] and to preserve
user agency. We can draw upon work from human factors to design workflows for producing
software directly from requirements in ways that do not distract the user from their core goals or
lead to loss of productivity [87].

3.1.3 Build Requirements Datasets for LLM-Based Code Synthesis and Evaluation. Unlike human
requirements engineers, LLM-based interfaces for requirements capture will be able to learn from a
much wider code base for implementation options once they have requirements. Difficult challenges
lie in building datasets that translate user needs into code to do the initial training or fine-tuning
of the models that generate software as well as new datasets to evaluate the generated code.

Though the large code base of examples that LLMs can learn from is a benefit, it comes with new
risks as well. For example, Kang and Shaw [48] fear that the creativity of human developers could
atrophy if developers become over-reliant on AI-generated solutions. LLMs could further reinforce
this feedback loop by suggesting standard solutions and then training on them to continually
deploy, reducing the diversity of the generated software [48]. This problem is known as model
collapse when an LLM generates content that ‘converges to excessively uniform behaviours’ [41].
Guo et al. studied this phenomenon in a range of natural language tasks, training subsequent
models on data generated by past models and finding that linguistic diversity decreased [41].
Shumailov et al. found that over time models trained on LLM-generated data would skew from the
underlying learning task [86]. They identified maintaining provenance of human-generated data to
be an important priority [86].

To compound this problem, if non-technical users are building software, they are unlikely to
imagine novel software solutions themselves. The challenge therefore is in providing feedback
mechanisms in terms of user intentions that steer the models to generate novel solutions or
scaffolding LLM suggestions to the users in ways that help them learn essential principles of
generating code that can help them to generate ideas and come to new suggestions. There is an
opportunity to open up software development to a much wider set of people when leveraging the
possibility that LLMs can provide assistance to lower the barrier to entry. But how do we enable
these new users to imagine new ways of building software?

Answers to these challenges could leverage work on metacognition [95], creativity [107], and
education [77] with LLMs. For example, some research looks at boosting creativity within LLMs,
such as Mehrotra et al. who examine whether associative thinking, which can help humans think
creatively by linking seemingly unrelated concepts, is a useful prompting strategy to get LLMs to
provide more creative outputs [107]. Further research is needed on fostering creativity in end-user
software engineers while using LLMs, to avoid complacency and over-reliance [83, 87] and to

ACM Transactions on Software Engineering and Methodology, Vol. 34, No. 5, Article 141. Publication date: May 2025.



141:10 D. Robinson et al.

generate novel solutions. We need to design LLM interfaces and workflows involving LLMs in ways
that lead to productive diversity in software produced and maintain a human-generated component
that feeds back into the datasets.

A difficult problem will be to develop both the datasets that translate from end-user requirements
to code implementation for LLMs to train on and also the benchmark datasets on which to evaluate
new models or systems.

LLMs provide an opportunity to create feedback loops between system specifications and users
such that users can describe what they are seeking and the system can feed back its interpretation,
potentially in the form of rapid prototyping. This feedback between the user and the system can
generate new datasets to train LLMs for requirements elicitation. As a way of building these
datasets, conversations between UX researchers and requirements engineers with their users or
clients need to be curated for initial expression of requirements and stages of refinement up until
the final specification before implementation. By training on these datasets, LLMs can begin to
generalise the process of refinement necessary to go from user need to final specification. Once we
have this, we then need to maintain a human-generated element of the data in order to not verge
into model collapse. This could mean putting higher weights on human-generated data to train
the models on, similar to techniques for sampling from imbalanced datasets by oversampling the
minority class.

We also need to create new benchmark datasets to measure the success of LLMs in translating
from natural requirements to code. The HumanEval [22] and Mostly Basic Programming Prob-
lems (MBPP) [4] benchmarks both consist of a set of function specifications in natural language
accompanied by a set of unit tests. We need to go further in order to assess the competence of
LLM-based requirements elicitation tools. End-user software engineers with no experience in
programming will not describe their programming problems in ways that align with the imple-
mentation as a programmer would. Instead, they will describe them in terms that make sense
within their domain of work. We will need datasets that consist of examples from a wide variety of
domains so that models can generalise about code implementations that satisfy user needs.

3.2 Testing: Generate Tests from Requirements that Are Meaningful to End-Users
How can an end-user tell whether their natural language requirements specify a whole app that
meets their needs? After all, since the 1970s, critics of natural language specifications have pointed
out the potential for ambiguity, even nonsense [27]. Even if there is no ambiguity, how can the
end-user tell whether the delivered app actually meets their requirements? LLMs are prone to
hallucinate faulty code.

The human ability to audit or evaluate the responses from Generative AI is rapidly becoming
an important life skill. A workshop for internal contributors to Microsoft Copilot described tools
to aid humans in this task as co-audit tools [36], and listed some general principles. Still, different
kinds of content are evaluated differently, and we can start by considering how humans already
evaluate whole apps during development.

A professional software engineering team writes a suite of tests, such as input/output examples,
to answer these questions. During requirements elicitation and code development, the team can:

(1) test its understanding of potentially mistaken, ambiguous or contradictory requirements,
leading to progressive repair of the requirements, and

(2) test whether the code of the app meets the requirements, leading to progressive repair of the
code.

Helping end-users write tests for their programs is a longstanding challenge in EUSE. End-user
programming, such as formulas in spreadsheets, has been extremely error-prone. For example,
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Panko [75] found there is a high probability of error affecting the bottom lines of any substantial
spreadsheet. Burnett concurs: ‘Considering software quality is necessary, because there is ample
evidence that the programs end-users create are filled with expensive errors’. [10] Despite the
prevalence of consequential errors, it has been hard to get end users to write tests. We face the
characteristic challenge for EUSE that ‘the user probably has little expertise or even interest in
software engineering’ [10].

So, how can we help end-users follow good practice and generate a comprehensive test suite to
perform the steps above: (1) to test and repair requirements and (2) to test and repair code?

3.2.1 Automatically Generate Tests for the User. Future research can build on previous findings
from testing and debugging tools for spreadsheets and other forms of end-user computing. These
tools make details visible [11], entice the user [80], utilise natural problem solving interactions
like asking why questions [53], provide user interfaces to inspect formulas [31] and help users
think about details in context [24] (perhaps via simulation or prototyping of a narrow slice of the
requirements).

Ideally, we can auto-generate tests from the requirements using LLMs [30, 72]. For example,
CodeT [20] improves code generation performance by generating tests automatically from natural
language descriptions to effectively select appropriate code from amongst the many possibilities
suggested by an LLM. Reflexion [85] achieved state of the art performance on HumanEval using a
prompt chaining method that generates code, applies tests, reflects on error messages produced
and then repairs the errors discovered. Still, a sign of ambiguous requirements is that the pieces of
code behave differently on the tests. Another work, ClarifyGPT [67] exploits this observation by
detecting whether a given requirement is ambiguous by generating tests and also multiple pieces
of code for the requirement and then applies the test to check that pieces of code behave the same
on the tests. If so, ClarifyGPT prompts an LLM to generate targeted clarifying questions for the
users to resolve the ambiguity.

Still, when synthesised tests fail and cannot be automatically repaired, we need methods to
communicate the situation to the end-user, and seek their help. Information from the test failure
needs to be intelligible to the user in terms of the high-level requirements, as opposed to low-level
details of the code. The end-user needs to be able to interpret the outcome of running tests, so they
can help resolve the situation. Hence, when a test fails, the user can help determine whether the
test is correct and the code faulty, or vice versa.

One hypothesis for future research is that if testing can be meaningfully aligned with a user’s end
goals, they might be more inclined to engage with it. Testing an app versus specifying its purpose
in requirements involves different ways of thinking. Trying to both lay the groundwork for an
app as well as question it within the same set of requirements would likely fail. Thus, we propose
a separate requirements elicitation process for debugging where the end-user can suggest a set
of requirements for testing in the form of how their software should behave, what must happen
and what must not happen, and then automatic unit tests are designed from this through program
synthesis. In this way, testing might be more meaningful to users as they would be able to relate it
to their goals and system understanding.

3.2.2 Generate Formal Specifications and Explain Them to End-Users. Formal verification of
code versus a formal specification can be seen as a form of testing. Recent work [66] using the
verified programming language Dafny [60] considers how to generate functions equipped with
formal pre-conditions and post-conditions from natural language descriptions, as well as loop
invariants to enable verification. Results are very encouraging: the method generates human-
validated pre-conditions and post-conditions with verified code bodies for 58% of a chosen subset
of the MBPP dataset. CLOVER [92], a parallel line of work, also generates verified Dafny code from
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requirements. A core concept is to maintain consistency between three representations of intended
functionality: requirements (docstrings), code and formal annotations (including pre-conditions
and post-conditions). CLOVER stands for Closed-Loop Verifiable Code Generation. It provides
bidirectional mappings between the three representations and applies the maps iteratively to
achieve consistency.

Meanwhile, there is impressive progress on using AI to develop new mathematics, such as
AlphaProof, which achieved a silver medal standard inMaths Olympiad tests.9 AlphaProof generates
proofs in the Lean theorem prover [26]. We can expect that improvements in automated formal
verification can be applied to LLM-generated code.

On this basis, we hypothesise that even for apps in the good-enough quadrant, formal specifica-
tions cheaply generated by these automated methods will be useful because they can be explained
more easily to the end-user than the code itself. A formal specification amounts to a succinct
summary of the functional behaviour of a piece of code. Hence, it may be easier or more effective
to generate a textual explanation of the behaviour of a piece of code via its formal specification
than to generate the text directly from the code.

3.2.3 Apply Language-Based Security to LLM-Generated Code. We should consider LLM-generated
code as adversarial and employ ideas from language-based security to limit the potential harm, and
the need for testing.

LLM-generated code is intrinsically untrustworthy. If the underlying training data is poisoned, it
is possible that the LLM can generate malicious code. For example, Hubinger et al. [45] demonstrate
the possibility of an LLM that generates code that is malicious, but only when certain conditions
are met, and otherwise generates benign code. Still, the fundamental reason to distrust code from
an LLM is the probabilistic nature of token generation, which may hallucinate faulty code.

In computer security, the trusted computing base is a ‘small amount of software and hardware
that security depends on and that we distinguish from a much larger amount that can misbehave
without affecting security’ [56]. Code within the trusted computing base needs to be carefully
audited and verified by humans to avoid security vulnerabilities. A basic principle of computer
security is to focus human attention on evaluating correctness of the trusted computing base and
to pay less attention to untrusted code, since we can apply security mechanisms to prevent harm
by the untrusted code.

For example, in the early days of the web, Java applets were confined to a sandbox, a limited
environment where applets could do computation, and display visuals, but could not access the
local file system or the network, and could not interact with other applets, to prevent malicious
code from harming the user’s computer [35]. More recently, sandboxing has been used to protect
from potentially malicious or faulty code generated by LLMs. For example, the Code Interpreter
plugin for ChatGPT10 generates Python code for tasks such as solving logic problems or analysing
uploaded spreadsheets and runs the untrusted Python in a temporary sandbox with no web access.

To go beyond sandboxing, Java introduced the idea of permission-based access control [35]. In the
simplest form, an untrusted app requests a set of permissions, such as permissions to access local
files or databases, and so on, and the user can grant or deny these permissions. Permission-based
access control is the basis of the security model of modern mobile OS, such as Android [5]. For
example, a malicious torch app might request permission to switch on the camera flashlight, but
also permission to access the user’s contacts. In theory, the user will be suspicious of the torch
app requesting access to the user’s contacts and will deny that permission. In practice, relying on
the end-user to make security decisions is ineffective. The authors of a critical review of Android

9New York Times: Move Over, Mathematicians, Here Comes AlphaProof , 25 July 2024.
10OpenAI: ChatGPT plugins, 23 March 2023.
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security conclude that: ‘Permission dialogs have issues similar to warning messages: They fail to
lead to the desired effect, as users tend to click through them, misunderstand their purpose, and
hence do not benefit from them’ [1].

These Java mechanisms are examples of language-based security, the idea that the programming
language itself can enforce security properties. There is a rich literature on language-based security
and we believe there are many opportunities to apply techniques from this research to LLM-
generated code. Some of these will be technical analyses of information flow in apps, and some of
these will be techniques to help human end-users to understand and act on security properties of
the generated code. In particular, the idea of a trusted computing base helps limit the amount of
code that needs to be rigorously tested. Static analysis can reduce the amount of LLM-generated
code in the trusted computing base and hence reduce the need for testing.

Bastion [70] is an ongoing research project to limit the potential harms of agentic AI by using
language-based security techniques, including capability access constraints, information flow
constraints and causal constraints enforced via the F* type system [93].

3.3 Maintenance and Deployment: Respond to Dynamic Requirements and
Environments

Thedeployment andmaintenance of applications are the next steps we envision in the requirements-
driven EUSE lifecycle. The deployment phase installs the application in the end-user’s environment,
either cloud or local machine. Maintenance tasks are responsible for monitoring and optimising the
application once deployed. These complex decision-making processes involve different variables at
the requirements, software architecture, infrastructure and environment levels. When considering
EUSE, Lieberman advocates for automatic application deployment and maintenance [61]. Dynamic
requirements and environments challenge such automation because applications must guarantee
optimal functioning despite changing goals, variable data, unexpected failures, and security threats,
among other variables that emerge from the real world [16].

The state of the art of research on autonomous deployment relies on continuous delivery, DevOps
and MLOps tools [74]. These are successful engineering solutions for automatically executing
deployment pipelines. However, creating such pipelines is mostly a manual task in which experts
define how and where to install each piece of software based on end-user technical and budget
constraints. Autonomous maintenance requires systems that autonomously adapt to end-users’
requirements and environment changes. The field of autonomic computing [55] aims to build
systems that respond to variable environments without human intervention. It proposes to equip
systems with sensors for environment monitoring, decision functions to reason about perceived
changes and actors to modify systems’ structure, behaviour and environment variables. These
elements constitute feedback loops that accumulate knowledge from systems’ internal and external
interactions. Autonomous agents use this knowledge to make adaptive decisions [14, 102]. However,
current autonomous agents present limitations to modern software systems trends (e.g., data-driven
systems). They are based on processes that optimise variables that are easy to quantify (e.g.,
applications response time) [57]. Modern systems have demanding high-level requirements such as
accountability, trustworthiness, transparency and fairness [23, 88]. The optimisation processes rely
on black-box models, the decisions of which are hard to explain in complex systems [18, 19]. This
lack of explainability impacts the end-users’ understanding or interpretation of systems.

The limitations outlined above challenge the sustainability of software systems in different
dimensions. Individual sustainability is impacted by sophisticated software systems that are difficult
to use (e.g., manual pipelines) and end-users do not fully understand (e.g., lack of interpretability).
Software misalignment with high-level requirements and goals negatively impacts the sustainability
of systems from a social perspective as the systems’ utility is limited. Dynamic and complex
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environments challenge software sustainability from an economic, technical and environmental
perspective as these environments demand considerable resources to develop complex systems.
Addressing these limitations to offer sustainable software systems that self-maintain while keeping
under end-users’ control is an important research area that requires our immediate focus [15].

We envisage the following research challenges from the EUSE perspective:

3.3.1 Automate Software Deployment Plans. Integrating capabilities from LLMs into the de-
ployment and maintenance of synthesised applications has the potential to support the automatic
creation of deployment plans and autonomous responses from applications to changing require-
ments, variable data, failures, and unexpected behaviour. The EUSE community must address
challenging research questions before this potential is realised. These challenges emerge from the
nature of LLMs, which are non-deterministic, prone to hallucinations, and operate as black boxes
[30, 72].

Deployment plans must be consistent throughout the application lifecycle, but LLMs can generate
different plans for the same application because of their non-deterministic responses. The following
research questions arise: To what extent do non-deterministic responses impact the application
deployment plan? How do we validate deployment plans before execution? How should we handle
stochasticity when executing deployment plans? And how can current tools (e.g., continuous
delivery, DevOps, MLOps) integrate deployment plans generated by LLMs?

A research direction to address the above challenges is to develop a domain-specific LLM
specialising in software engineering [15, 47]. The software engineering community has historically
created a rich body of knowledge based on empirical evidence available now on the Internet. Using
these data to fine-tune an LLM can enable the generation of deployment plans according to software
architectural patterns and practices defined by experts. Such a specialised LLM would create more
accurate deployment plans, but hallucinations can still appear. We envision using design artefacts
as knowledge to drive the responses of the LLM. For example, end-user technological constraints
can be expressed as factual knowledge that LLMs responses must respect. Prompt engineering or
Retrieval-Augmented Generation [21] are promising research directions [15] to include external
data and make LLMs’ outputs more consistent.

3.3.2 Maintain Software Components Synthesised by LLMs. LLM hallucinations can cause appli-
cation misbehaviour by injecting errors into software components, deployment plans and mainte-
nance decisions. There is already progress on automatically resolving a benchmark set of GitHub
issues [46], including maintenance tasks. However, LLMs’ non-deterministic behaviour challenges
deploying and maintaining AI-generated software systems. The holistic deployment and mainte-
nance of applications still have the following open questions: How can we handle hallucinations to
generate software components and deployment and maintenance plans? How can users identify
faulty or outdated components generated by LLMs? How can designers identify causal relationships
between requirements and components to enable preventive or corrective maintenance? How
can we support alignment analysis between users’ requirements and applications using causal
relationships?

Using non-deterministic AI models (e.g., LLMs) to generate software components impacts its safe
and reliable deployment, especially in safety-critical contexts that require performance guarantees.
Communities and end-users must know this new reality and consider the risks of automatically
developing applications relying on LLMs. Addressing these risks requires a shift towards develop-
ment methodologies prioritising planning phases (e.g., requirements definition) against production
phases. However, current organisations profess an agile culture where working software is the
measure of progress [90]. An initial step towards these shifts is developing new software develop-
ment methodologies based on current methods for designing critical data-driven systems [58, 59].
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In addition, we need dynamic design architectures that represent the applications’ state through
time and enable emulations of possible software behaviour and maintenance tasks’ impact.

A promising research direction is thework onData-OrientedArchitectures (DOAs) [16], which
can support causal analysis of systems data. DOAs advocate for exposing data using paradigms
like dataflow computing, which provides a computational graph of the system by design. We can
then treat this computational graph as a complete graphical causal model where practitioners can
apply causal inference techniques to dataflow systems [73].

3.3.3 Develop Novel Interfaces for Improving Systems Interpretability. Deployment and mainte-
nance processes must be automated, while remaining transparent and interpretable to end-users.
LLMs offer new interfaces between applications and end-users. However, questions regarding
the explainability of AI-based applications remain open: How can we explain deployment and
maintenance decisions made by LLMs to end-users? Can the interaction between end-users, LLMs
and other entities in the synthesis process (e.g., external data sources) improve such explainability?

Researchers are exploring using LLMs to implement question-answering systems [105] which
have been demonstrated in past research in EUSE to be promising interfaces for humans to inter-
rogate outputs of computer programs [53]. Exploring this idea in the context of the maintenance of
generated applications is a promising research direction. One idea would be to develop a question-
answering system of systems that combines domain-specific LLMs with software systems data (i.e.,
DOAs [16]) to answer end-users questions regarding the applications’ behaviour, supporting debug-
ging and tasks, and guiding users in using and understanding software. Techniques from HCI could
support the development of system monitoring tools along these lines, as discussed in Section 3.1.

4 Discussion of Risks and Mitigations
The research agenda in this position article focuses on the technical challenges that emerge at
different stages of the novel EUSE lifecycle depicted in Figure 1. The goal is to convert natural
requirements into whole software applications by exploiting generative AI. While realising this
goal, researchers must also consider and mitigate potential risks so as to ensure the creation of safe
and sustainable software that benefits society. These risks will require interdisciplinary research
efforts. In the following, we discuss potential risks and mitigations.

In some cases, AI-based algorithms for code synthesis will generate software whose behaviour
incorporates biases against certain demographic groups. Moreover, a systematic literature review
revealed that research on end-user programming is predominantly conducted by and evaluated
with people fromWestern, Educated, Industrialised, Rich, and Democratic (WEIRD) societies
[34, 43]. The research we advocate must consider these findings and involve a broader set of people;
the broader perspective will likely help more people, from WEIRD societies or not. Similarly,
mounting evidence shows that some usability issues affect women and men differently [12, 68].
Can we design automated requirements elicitation to include effective cognitive walkthroughs with
a diverse range of personas to improve usability overall? The Systems Engineering approach [42]
prioritises problems over solutions to build systems that effectively align with their stakeholders’
intents. Such prioritisation can mitigate the risk of producing biased software by holistically
considering software stakeholders in inclusive requirements definition processes. In addition,
algorithmic audit is a ‘method of repeatedly querying an algorithm and observing its output to
analyse the algorithm’s opaque inner workings and possible external impact’ [65]. Suppliers of
algorithms should assist in external algorithmic audits and help automate the administration
of these.

Responsible AI research has led to large companies issuing guidelines and checklists [3] while
researchers examine their applicability in practice [78]. We will need guidelines for responsible
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requirements-driven EUSE. The non-deterministic nature of Generative AI can inject threats into
synthesised applications with critical requirements. Minimising these threats is key towards the
realisation of our research vision. Based in part on hazard analysis of Codex [50], Khlaff [108]
proposes the ODD model, originally developed to categorise automated driving systems [97], to
define concrete operational envelopes for AI-based systems. We should define a hierarchy of ODDs
for requirements-driven EUSE to help audit and contain the operational risks. We consider current
Generative AI technologies to require significant changes and progress to be used reliably and
responsibly in automatically implementing safety-critical systems. As discussed earlier, we consider
that state-of-the-art LLMs for code generation to suit the requirements of applications in Shaw’s
‘Good-enough Realm’ [84] for now.

Adopting AI in our society is changing people’s activities and tasks in their jobs and daily
activities [28]. End-users and software engineers are not indifferent to such changes. In particular,
the novel EUSE lifecycle in Figure 1 requires defining and developing new skills at different stages.
For example, end-users must be able to interact with LLMs to define their intents clearly. Designing
effective interfaces between humans and machines partially addresses this challenge. However,
education and training efforts are required to empower people with the knowledge and skills
they need to effectively exploit the benefits of the new tools and identify their limitations. We
identify two exciting research areas that must cooperate to mitigate this risk. The first research
area focuses on redefining competencies frameworks in the digital context [7], while the second
explores enabling new education and training strategies based on AI [104].

Systems said to be powered by AI are often assisted by human labour, in practice. Examples
include mobile phone apps, Web sites and even automated retail checkout systems, where human
gig workers pick up on those image classification and other tasks that AI cannot autonomously
decide. Anthropologist Mary Gray and computer scientist Siddharth Suri call these humans ‘ghost
workers’ because they are invisible to the end-users of the services they provide [38]. They argue
that this work force is deliberately concealed and is often underpaid and overworked. Systems
that empower end-users with requirements-driven EUSE for the short-term—and quite possibly
the longer-term—will need assistance from human UX researchers, requirements engineers and
software engineers to help with requirements elicitation and effective delivery of reliable systems.
For the ethical development of this application of AI, providers should be explicit about the
role of human workers in the system and ensure that they are fairly compensated and treated
with dignity.

Generative AI relies on energy-hungry platforms and infrastructure for data and model man-
agement, including GPU computing [32, 91]. Hence, there are fears that generative AI has a
‘clean-energy problem’.11 In parallel to the research agenda proposed in this article, research is
needed on more efficient forms of generative AI to mitigate the threat to sustainability from indi-
vidual, social, economic and environmental perspectives. Possible solutions may lie in methods like
quantisation which reduces the precision of parameters of LLMs so that they can be run on cheaper
hardware and reduce energy consumption [9, 64]. Another active area of research that addresses
this area of environmental sustainability is small language models which can be more efficiently
and affordably deployed and have been applied in several domains including coding [63]. Ideas
around edge-computing architectures [17, 94] and federated learning [8] propose using the potential
of every day and cheaper devices in distributed learning processes to mitigate the sustainability
risk. Technical advances in these areas will enable the development of more sustainable tools for
code synthesis.

11The Economist: Generative AI has a clean-energy problem, April 2024.
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5 Conclusions
Breakthroughs in LLMs have enabled a paradigm shift in how users control the software develop-
ment lifecycle. We propose a requirements-driven EUSE research agenda with three key areas of
focus and concrete directions within these (see summary below). These areas constitute a novel
EUSE lifecycle that drives our narrative on the research directions to make our vision a reality. In
this article, we first contextualise the research areas using a case study and then provide a set of
research questions that can trigger diverse research projects in this domain together with promising
avenues for exploration.

Requirements-Driven EUSE Research Agenda

Requirements elicitation: assist end users in expressing their requirements

(1) Focus on software applications in Shaw’s good-enough realm.
(2) Develop automated ways of accessing tacit knowledge.
(3) Build requirements datasets for LLM-based code synthesis and evaluation.

Testing: generate tests from requirements that are meaningful to end users

(1) Automatically generate tests for the user.
(2) Generate formal specifications and explain them to end users.
(3) Apply language-based security to LLM-generated code.

Maintenance and deployment: respond to dynamic requirements and environments

(1) Automate software deployment plans.
(2) Maintain software components synthesised by LLMs
(3) Develop novel interfaces for improving systems interpretability.

Our approach of requirements-driven EUSE is one in which end-users can conceptualise, test and
deploy software entirely from requirements. We have looked at the limits to how far requirements
can dictate system behaviour including non-functional requirements which must be automated
and communicated clearly to the user. We argue that for some classes of application, beginning
in Shaw’s Good-enough Realm, this approach can solve Gray’s research challenge of Automatic
Programming [37].
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